INCIDENT RESPONSE POLICY (CJIS POLICY 5.5)
The security risk of both accidental and malicious attacks against government and private agencies, remain persistent in both physical and logical environments. To ensure protection of CJI, agencies shall: 

1. Establish operational incident handling procedures that include adequate preparation, detection, analysis, containment, recovery, and user response activities; 

2.  Track, document, and report incidents to appropriate agency officials and/or authorities.

· All employees with access the CLEAN/NCIC Information System shall complete Four Tier Security Awareness Training commensurate to his/her level of access.
· Personnel shall be advised of their roles and responsibilities, and trained on dealing with such incidents prior to any occurrence during Security Awareness Training.
· All employees shall receive instruction as to who to report suspected incidents to as well as ceasing use of the suspect device or involved system.

· IT or area of concern Professionals shall be contacted immediately for guidance on how to proceed.

· IT or area of concern Professionals will also randomly monitor system or location activity looking for anomalies.

· Data backups and inspections shall be performed on a regular basis.

· Physical Locations shall be tested for security.
· If an established procure is not in place to erratic threats, specialists and manufactures shall be contacted for guidance.
· In the event a security incident is verified, contact local Law Enforcement Agency for Guidance on evidence collection and retention due to the possibility of legal action (both civil and criminal) 
· The Agency shall report all CJI Incidents to the CSA ISO, who shall maintain the information, and report to the FCI CJIS Division as necessary.

· The information shall be maintained until the subsequent FBI triennial audit or until legal action (if warranted) is complete; whichever time-frame is greater.

Notifying CLEAN

1. It is the responsibility of the Local Agency ISO to report all security incidents/violations relative to CLEAN system integrity promptly to the PSP Helpdesk, 1-877-777-3375 (24/7) who will notify the CLEAN ISO.  The CLEAN ISO will work with the Local Agency ISO to collect all of the data required for the reporting of the security incident to the FBI CJIS Division. If it is determined that there is enough evidence for an investigation the incident will be investigated by an appropriate Computer Crimes Criminal Investigator.

1.1. All investigations for intrusions and compromises will be handled by the PSP Bureau of Criminal Investigations, Computer Crimes Unit.  The CLEAN ISO will coordinate all notifications and evidence collection in these cases.  Should your agency’s network/computer be compromised, be aware that the State Police evidence team will process that equipment as evidence.  Procedures must be in place at the agency to have alternate equipment or procedures in place to ensure their operation is not impacted (backup devices and equipment).

1.2. If an intrusion is in progress a risk-based management decision must be made to either leave the system attached or disconnect from the network.  DO NOT POWER DOWN THE SYSTEM!!   This may cause the loss of valuable information regarding the intrusion. PROTECTION OF THE SYSTEM LOG FILES IS VITAL TO THE INVESTIGATION.
SPECIAL REPORTING PROCEDURES FOR MOBILE DEVICES

· The Following Special reporting procedures for mobile devices shall apply in any of the following situations.  The below conditions or activities shall be logged and maintained.
1. Loss of device control. For example:

a. Device known to be locked, minimal duration of loss

b. Device lock state unknown, minimal duration of loss

c. Device lock state unknown, extended duration of loss

d. Device known to be unlocked, more than momentary duration of loss

2. Total loss of device

3. Device compromise

4. Device loss or compromise outside the United States
· The above information shall be maintained until the subsequent FBI triennial audit or until legal action (if warranted) is complete; whichever time-frame is greater.

