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Basic SOPPA Requirements



Student Online Personal Protection Act 

SOPPA amendment became effective July 1, 2021. It requires 

that student data is protected when collected by educational 

technology companies and that the data is used for beneficial 

educational purposes only (not marketing or selling student 

information).



Data Privacy Agreements Include
A. The categories of covered information to be provided to the operator
B. A statement of the product or service that the operator is providing to the district;
C. A statement that the operator will implement and maintain reasonable security procedures 

and practices
D. A statement that the operator is acting as a school official under the Family Educational 

Rights and Privacy Act (“FERPA”);
E. A description of how the district and operator will allocate costs for investigating and 

remediating a data breach attributable to the operator (including costs for notifying parents 
and regulatory agencies, credit monitoring, legal fees and audit costs, or any other 
damages that the district incurs);

F. A statement that the operator must delete or transfer to the district all covered information 
that is no longer needed for the purposes of the agreement; and

G. A statement that the written agreement will be published on the district’s website.



Navigating Contracts and 
DPAs



Key Parts and Components of IL DPA 
v1.0a
Appendices
A. Description of Services
B. Schedule of Data
C. Definitions
D. Directive for Disposition of Data
E. General Offer of Privacy Terms
F. Data Security Requirements

G. Supplemental State Terms for Illinois
H. Additional Terms or Modifications



Beware: Signed Agreements and 
(In)compliance

• DPAs that do not match the current official version 1.0a
• DPAs that do not capture actual student data elements shared
• Company policies and practices that do not comport with DPA 

requirements
• “Notwithstanding” terms found in Exhibit H



(In)compliance?

From the IL DPA for 
Class Dojo:



Issues at the Intersection of 
Privacy, Curriculum, and 
Technology



Privacy Evaluation Frameworks

• IMS Global
• commonsense.org
• Education Framework



IMS Global Rubric

• Data Collected
• Security
• Third Party Data Sharing
• Advertising

• (A)(B)(C) Indicates which expectation an item falls 
under.

• (A) Does Not Meet Expectations
• (B) Meets Expectations (Reservations)
• (C) Meets Expectations



“Approved” vs. Recommended

• “Approved” for use does not mean “recommended” or useful 
for instruction

• There are often many tools for any given task, with varying 
costs and values



Classifying Curricular Materials

• Anchor materials are foundational instruments of the adopted 
curriculum and are to be available and accessed by all 
students and teachers of a particular course or grade level.  
Since they serve as the basis for instruction of a course or 
unit, use of anchor materials is required and adoption is 
subject to Board approval.



Classifying Curricular Materials

• Supplemental materials are resources that extend or 
strengthen the curriculum, particularly for students with 
intervention or enrichment needs.  All supplemental materials 
shall be approved by the Curriculum Committee and may be 
used at the teacher’s discretion based upon instructional 
strategy and student learning needs.



Classifying Curricular Materials

• Responsive materials are not part of the approved curriculum but 
are selected by teachers, teacher teams, or schools to meet 
student needs  Often, responsive materials serve to connect the 
curriculum with timely topics or events, address gaps in anchor and 
supplemental materials, or address individual student needs.  
Identification and use of responsive materials are at the teacher’s 
discretion and acquisition is a school-level responsibility, subject to 
Board policy.



Helpful Management 
Software



Catch-On



Catch-On



Catch-On



Homegrown Solutions



Questions and Answers
We thank you for your time!
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