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FRAUD

Incentive
Financial or emotional force 

pushing toward fraud
Rationalization

Personal justification of 
dishonest actions

Opportunity
Ability to execute plan without 

expectation of being caught



We control the 
opportunities through 

internal controls



Internal Control Defined

Internal control is a manual or automated process designed to provide reasonable 
assurance regarding the achievement of objectives relating to operations, reporting, 
and compliance

• Preventive controls – stop something bad from happening 
before it occurs

• Detective Controls –identify something bad after it has 
occurred



Go to Kahoot.it on your device



QUESTION #1
What is the most common fraud scheme?
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Asset misappropriation is 
the most common 
scheme

These sub-schemes pose the 
greatest risk



Check and Payment Tampering

• The accounts payable clerk cannot also create/edit vendor records; 
segregation of duties

• Require W-9, phone number, google some
• Never pre-sign checks or use signature stamps
• Control the check stock
• Void check procedure
• Rounded invoice amounts; amounts just below thresholds; acronym 

payees
• Remit address/account changes; including ACH and ACI



QUESTION #2
How long do most fraud cases last?
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QUESTION #3
How do most perpetrators conceal their fraud?
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False Documents, Destroying Documents

• This will impact the effectiveness of our detective controls

• Internal and external risk

• Require original documents

• Principal receives the bank statement first



Fraud Attempt – Case Study

• Attempt to redirect funds from a legitimate vendor to a fraudster’s account

• Email is sent to the district asking for a change in remit instructions for an existing 
vendor

• Legitimate invoices from the vendor are paid according to the new ACH 
instructions











QUESTION #4
Which organization experiences more costly frauds?
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Why smaller organizations?

• Segregation of duties
• Think outside the finance department

• Training

• Trust



TRUST IS NOT 
AN INTERNAL 

CONTROL



TRUST BUT 
VERIFY



Verification Strategies

• Approvals

• Supporting documentation
• Purchases
• Reimbursements
• Refunds

• Employ professional skepticism
• Does it make sense?
• Does it look right?



QUESTION #5
What is the primary internal control weakness that led to fraud?
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Identifying Risk 
Areas

• Are there incentives or pressures 
to steal?

• Where are internal controls weak?
• Are management overrides 

allowed or possible?
• Are there any red flags?
• Where do opportunities exist?
• Long-term, experienced staff
• Lack of segregation of duties



Segregation of Duties - Defined

• No single individual should have control over two or more phases of a transaction 
or operation

• No one individual employee can complete a significant business transaction in its 
entirety

• No one employee should be in a position to commit fraud and then conceal it



Sample Internal Controls

• Someone other than the accounts payable clerk adds/maintains 
vendors

• Ticket reconciliation
• Don’t just make sure it’s completed – review it, compare years

• Using GoFan instead of collecting cash at the gate

Are these preventive or detective controls?



QUESTION #6
Which group commits the larger fraud schemes?
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Other Key 
Controls

• Tone at the top

• No management overrides

• Take swift and immediate action if 
fraud occurs

• Fraud training

• Limit system access



QUESTION #7
What is the most common red flag exhibited by fraudsters?
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Red Flags

How can we use this knowledge to design better internal controls?

• Require cross training

• Require mandatory vacations for key positions

• Bond key positions; background checks

• PO approvals

• Observation, awareness



QUESTION #8
Who commits more fraud?
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QUESTION #9
What is the most common fraud detection strategy?
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Most effective controls:
• Job rotation/mandatory 

vacation
• Hotline
• Surprise audits
• Proactive monitoring/analysis



QUESTION #10
How are most fraud schemes discovered?
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Reporting mechanisms:
• Email
• Web-based form
• Telephone
• Mailed letter/form



QUESTION #11
How many fraud cases are referred to law enforcement for criminal 

charges?
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QUESTION #12
How many entities recover NONE of the fraud loss?
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Final Thoughts
• Recognize fraud can happen in 

your schools or district
• Create segregation of duties and 

internal controls
• No overrides of controls
• Don't throw away protocol 

because of friendships or trust



THIS WAS 
FUN!

BETTER 
THAN A

HORSE RACE! GIDDY
UP!


